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Executive Summary 
Traditional data and voice network security procedures and 
technologies do not effectively address the issue of 
unauthorized modems and non-secure authorized modems 
presenting an unmonitored “back door” into the data 
network. Modem scanning technologies are only diagnostic 
tools capable of quantifying a portion of the problem by 
producing information relevant for only a very brief period 
of time. Scanners fail to provide the real-time, enterprise-
wide monitoring and control needed to solve the enterprise 
modem vulnerability. 

Similarly, traditional data network security procedures and 
technologies do not adequately address the traditional and 
emerging threats posed against the data and Voice over 
Internet Protocol (VoIP) networks by voice becoming a 
service on the Internet Protocol (IP) network. Traditional 
data security devices are not designed to deal with the 
real-time requirements and complexity of voice 
communications on the IP network. For example, most data 
firewalls slow data transfer, impeding the flow of traffic and 
adding an unacceptable latency to VoIP’s real-time media 
packets. Additionally, traditional data firewalls leave a 
security gap where VoIP is concerned, because they are not 
designed to monitor VoIP signaling or media for attacks 
against the voice network. 

With voice as a service on the IP network, it inherits both 
the advantages—and the disadvantages—of the IP network. 
Now voice is vulnerable to worms, viruses, and Denial of 
Service (DoS)—all threats that did not exist on the circuit-
switched network. For example, an attacker can use 
registration hijacking, proxy impersonation, message 
tampering, or session tear down to cause DoS on any VoIP 
network component, as well as Time Division Multiplex 
(TDM) systems. An attacker can also exploit common and 
well-known weaknesses in authentication; implementation 
flaws in software, protocols, and voice applications; 
weaknesses in IP Public Branch eXchange’s (PBX’s) 
general-purpose and non-secure operating systems and 
supporting services; as well as limitations in traditional 
perimeter security devices.  

VoIP also faces threats previously found in the traditional 
circuit-switched network, such as toll fraud and 
eavesdropping. In fact, VoIP conversations are more 
vulnerable to eavesdropping than traditional voice because 
there are so many ways to redirect and monitor a 
conversation (e.g., registration hijacking, proxy 
impersonation, message tampering, and session tear 
down). And toll fraud can be performed by exploiting the 
data firewall’s inability to inspect signaling and media, voice 
application implementation flaws, or weak to non-existent 
authentication on IP PBXs, IP phones, and softphones—and 
some toll fraud can even be masked using message 
tampering. 

Regardless of whether an enterprise is dealing with threats 
on the traditional voice network, the VoIP network, or a 
hybrid mixture of both, the best solution lies in applying 
security concepts from the IP security network to the voice 
networks; specifically, the deployment of expandable in-line 
security devices on the enterprise legacy voice network 
and/or the VoIP network. This solution supports 
transparent voice security across either or both the circuit-
switched and VoIP networks, providing unified visibility and 

security  while simplifying the transition to VoIP for voice 
managers.  

These in-line security devices support multiple security 
applications such as telecom firewall, Virtual Private 
Networks (VPNs), Intrusion Detection System (IDS), and 
call monitoring for traditional voice; and real-time 
application-level firewalls and Intrusion 
Detection/Prevention (IDP) for VoIP. This approach 
provides the voice network with the same security 
paradigm and protections that have been present on IP 
data networks for years. Additionally, these security 
devices support usage and utilization reporting applications 
that provide a significant Return on Investment (ROI). 
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1. Introduction 
The vast majority of enterprises maintain a presence on the 
Internet in order to conduct business and provide Inte rnet 
access for work-related activities. To secure the connection 
to the Internet and protect internal networks, enterprises 
deploy a variety of security devices, including firewalls, 
VPNs, intrusion detection/prevention, anti-virus, and 
content monitoring. When properly deployed and 
configured, these products help to protect the internal IP 
network from attacks against the enterprise’s Internet 
connection. However, none of these Internet-related 
security technologies protect the internal IP data network 
from attacks against the voice network connections created 
by unauthorized or non-secure modems and poorly 
configured voice systems. Although not new, modem-based 
attacks are occurring with increasing frequency due to the 
IP-based security protections that most organizations have 
applied to their IP networks. 

Various technologies attempt to address the modem 
problem. Some enterprises scan their phone numbers using 
freeware or commercial telecommunications scanners (war 
dialers). Unfortunately, scanning identifies only a subset of 
the existing modems—and these limited findings are only 
relevant for a very short period of time. Plus, enforcement 
based on this limited information is dependent on manual, 
desk-to-desk inspection and removal of the identified 
unauthorized modems. And new unauthorized modems can 
be easily installed by any employee mere moments after 
search and removal. Further, many savvy employees easily 
circumvent scanning procedures by unplugging and hiding 
their modems when they are not in use. Lastly, modem 
scanners only report a busy signal when dialing a line 
where a modem is in use, so scanners will not identify 
modems that are connected at the time of the scan. 
Because the enterprise has no real-time, enterprise-wide 
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visibility and control over modem usage, the occasional 
modem scan is a weak, static solution that should provide 
little confidence to the savvy IT-security professional. To 
put another way: How many organizations entrusted the 
security of their data networks solely to the IP-scanner 
diagnostic tools after the real-time defense capabilities of 
IP firewalls and intrusion detection/prevention systems 
became available? 

Other solutions such as dialback modems, secure modems, 
or modem proxies attempt to protect authorized modems, 
but management of a large number of these point products 
is very difficult and expensive. Further, these measures 
only address security issues related to known and 
authorized modems, which represent only  a small subset of 
the total number of modems inside the typical enterprise. 

Similarly, traditional Internet-related security technologies 
alone do not effectively address attacks on or through the 
VoIP network. Attacks exploit VoIP vulnerabilities created 
by weak authentication; software, protocol, and voice 
application implementation flaws; and limitations in 
traditional perimeter security devices.  

Traditional data security devices are not designed to 
adequately address the real-time requirements of voice 
communications. They typically lack effective Quality of 
Service (QoS) mechanisms and can introduce significant 
and unacceptable latency and jitter to VoIP packets. 
Additionally, traditional data firewalls are not designed to 
handle traffic with VoIP’s complex porting requirements of 
4 to 6 ports per call, with the negotiated port designation 
buried within the application layer, out of reach of typical 
firewalls. Additionally, traditional data firewalls are not 
designed to monitor VoIP signaling or media for attacks 
against the voice network, which leaves a security gap 
through which IP PBXs, IP phones, and other components 
are exposed to attack.  

Other traditional technologies, such as VPNs are useful for 
preventing eavesdropping on VoIP communications, but 
encryption/decryption processing can decrease bandwidth 
and increase latency. Virtual LANs (VLANs) help prioritize 
voice traffic by segmenting voice and data traffic, resulting 
in low latency and better voice quality. VLAN separation 
also helps to prevent data network attacks from affecting 
voice traffic. However, VLANs lack user authentication and 
can accept packets from other networks, which could result 
in information from one VLAN jumping over to another 
VLAN. Additionally, devices such as dsniff can create VLAN 
tags and turn the switched system into a shared medium 

The solution to protecting the IP data network from attacks 
through the traditional voice network, as well as protecting 
the IP data network and VoIP network from attacks against 
or through either network, applies security technologies 
from the IP network in a robust, integrated, centrally 
managed, unified solution set. The solution deploys 
expandable in-line security devices on the traditional voice 
and VoIP networks, enabling secure, optimized and 
efficiently managed enterprise voice environments, 
irrespective of the network’s underlying mix of vendor 
systems and voice media—legacy voice or VoIP. Security 
applications deployed on a single hardware platform may 
include a telecom firewall, telecom VPN, intrusion detection, 
and call monitoring for traditional voice, and/or real-time 
application-level firewalls and intrusion 

detection/prevention for VoIP, as required to meet an 
enterprise’s security and voice implementation needs. 

This solution also enables collection of key voice network 
usage data that provides a tangible and significant ROI. 
This data can be used by applications to detect toll fraud, 
long-distance abuse, as well as poor bandwidth and 
telecom resource utilization. The data can also be used by 
other applications such as billing. 

Lastly, this solution supports a seamless transition for 
securing VoIP, allowing voice managers to both secure their 
entire voice service and adapt as their voice network slowly 
migrates to VoIP. 

2. Traditional Security Solutions for 
Legacy Voice 

Modems are not a new technology and have been both 
used and exploited for years. In response to the 
continuance of modem security problems, some partial 
solutions have previously emerged. Although these 
solutions provide some benefit, they address only part of 
the problem and/or are prohibitively manpower-intensive. 
This section describes some of these traditional solutions, 
their benefits and their shortfalls. 

Policies and Procedures 

Development of policies and procedures is an essential first 
step in addressing modem security problems. Every 
enterprise needs a written modem and voice system 
security policy. Unfortunately, such policies and procedures 
lack an effective, centralized means of enforcement. Some 
organizations such as Sun Microsystems, go as far as 
stating that employees with unauthorized modems face 
termination from the company. While this may seem a bit 
extreme to some, it illustrates the danger that unregulated 
modems pose to enterprise security . In fact, Mark Graff, a 
network security architect at Sun Microsystems, stated that 
dialup Internet access from desktop systems using modems 
is the second biggest security risk (after the internal threat 
posed by employees) in corporations. [1]  

Development of a solution for the problem of unregulated 
modems is a well-known need, as indicated by the Internet 
Request for Comment (RFC) 2196 – Site Security 
Handbook. This document states, “It is essential to 
maintain proper control of modems.” It goes on to 
recommend that organizations “…maintain a register of all 
your modem lines and keep your register up to date.” 
Unfortunately, history has proven that relying on written 
policies and procedures and manpower to enforce security 
is not an adequate method for ensuring the protection of an 
enterprise’s internal assets. 

Scanning 

Also referred to as war dialing, scanning involves 
programming 100s to 10,000s of numbers into a software 
program that calls each number as it searches for an 
answering modem. Scanning is useful, but it identifies only 
modems that answer (i.e., are not currently in use), and 
provides an assessment or snapshot relevant only to that 
moment in time.  
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Security personnel cannot rely on a scanner to identify 
modems that dial Internet Service Providers (ISPs) since 
these modems are typically busy, turned off, set to not 
answer, or unavailable because savvy users remove their 
PCs or modems to avoid just such a scan. As a case in 
point, one government security administrator found 
approximately 70 modems when he scanned his phone 
numbers—but found approximately 700 modems when he 
used a real-time telecom firewall technology designed to 
detect all modems. 

And of course, scanners provide no means to enforce the 
corporate modem policy. When using scanning, removal of 
modems remains a strictly manual process.  

Operating System Support 

Some operating system and enterprise management 
applications provide alerts when a modem installs a driver. 
This solution can be cost prohibitive since the software has 
to be ubiquitously deployed in order to be effective. 
Additionally, this type of software identifies installation of 
some types of modems, but cannot detect older modems or 
external modems that do not require drivers. Further, 
malicious users can circumvent this software. 

PBX Management 

Many PBXs can prevent inbound calls to authorized 
modems designed for only outbound calls, as well as 
outbound calls from authorized modems designed for only 
inbound calls. However, PBXs provide neither 
authentication nor testing for non-secure authorized 
modems. Many PBXs can prevent calls to ISP numbers, but 
keeping track of local and 1-800 number listings requires a 
great deal of effort on the part of administrators. 
Unfortunately, some PBXs do not allow granular control of 
number blocking, and all PBXs differ on how to program the 
number restrictions. 

No PBX is capable of determining call type (voice, fax, 
modem, video). A PBX can determine source, destination, 
and duration of a call, but not voice, fax, or modem call  

types. Some PBXs can detect a fax call based on the tone 
at the start of the call, but they cannot detect a modem call 
or a voice call that transitions to a modem call. 

Many PBXs use digital lines for phones, but digital lines 
offer limited protection. Although analog-only modems will 
not work with digital lines, digital-to-analog modems are 
available. Further, inexpensive, easy-to-use analog-to-
digital (A-D) converters, such as a Linestein®, easily 
connect a modem to virtually any digital phone.  

VPNs/RAS 

Most enterprises providing remote access to users have set 
up IP-based VPNs and/or managed Remote Access Servers 
(RAS). These systems can be centrally managed and 
enforce good security, effectively removing the need for an 
individual to set up a personal RAS. Despite the availability 
of a VPN or RAS, some users still set up personal remote 
access. The reasons for this breach of security vary, but 
include a simple lack of awareness of the RAS, a real or 
perceived instability of the RAS, and a desire to work 
outside the monitoring of the VPN or RAS. 

Dialback Modems/Secure Modems/Modem 
Proxies 

Specialized modems can be used for authorized access. 
Dialback modems are used to ensure that a modem only 
calls back a known number. Secure modems provide built-
in authentication. Both solutions are reasonably effective, 
but each is a point solution, requiring administration for 
each individual modem and system. Furthermore, they 
require the accessing user to update their software, which 
can be impractical. 

A modem proxy replaces a modem with a new device that 
provides a direct serial connection to one or more systems. 
The modem proxy provides access to the systems via 
telnet, Secure Shell (SSH), or other means, typically over 
an IP network. These devices are effective, but are typically 
single-purpose point devices that only assist with 
authorized modem access.  
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3. New Security Solutions for Legacy 
Voice 

As described above, several traditional voice technologies 
address part of the modem problem, but none address it 
entirely and in an easy-to-use, centrally managed, 
remotely upgradeable system that is scalable to meet the 
needs of geographically or globally distributed enterprises. 
The solution lies in developing a technology that mirrors 
the approach used for Internet security. Whereas the IP 
network provides network-based firewalls, VPNs, intrusion 
detection, and content monitoring, the same capabilities 
can be deployed to great advantage on the traditional voice 
network. 

Figure 1 illustrates this point. As shown in the figure, an 
in-line telecom security device is deployed on all trunk 
circuits entering an enterprise. These devices, all centrally 
managed from one point, can be augmented with security 
applications appropriate to meet the needs of the individual 
enterprise. 

One difference between the traditional voice network and 
the IP network is that although Internet connections are 
usually one or more high-bandwidth circuits, the voice 
network is comprised of many discrete circuits (often over 
1000 circuits for a large enterprise). Because interface 
hardware is required for each circuit in a voice network, it  

is essential that all necessary security applications be 
addressed in a single hardware platform. By contrast, in an 
IP network it is a simple matter to add a device for each 
security issue on a single Ethernet network. 

As with any security device, remote management and the 
ability to upgrade is an essential requirement. Secure, 
central management is especially important for the 
traditional voice network, since many sites operate without 
a local service technician. 

As with network-based Internet security, the needs of the 
enterprise determine the order for deploying applications 
on the expandable security device. A firewall is usually the 
first application deployed, followed by other applications 
that include a VPN, intrusion detection, and content 
monitoring. The following subsections describe these 
applications. 

Telecom Firewall 

As on the Internet connection, a firewall is the first 
application to deploy on a traditional voice connection. A 
telecom firewall is an application driven by a security policy 
defining whether to allow or deny certain calls. The telecom 
firewall transparently passes allowed calls through to their 
destination, but cleanly terminates disallowed calls. 
Functioning on the traditional voice network, the voice 
firewall must be highly reliable and adds no noticeable 
latency to the voice traffic. 

 

Figure 1 – Security System for Traditional Voice Network 
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As shown in Figure 2, a call to an unauthorized modem is 
identified as unauthorized activity and the firewall denies 
the call and sends an alert to designated administrators, all 
in accordance with the security policy. Regardless of 
whether an external attacker or an internal user tries to 
access the unauthorized modem, the firewall denies the 
call. Likewise, if a user tries to dial an ISP, and this activity 
is against the enterprise policy, the firewall will deny the 
call. 

The telecom firewall allows development of very simple 
modem policies. A policy is merely a list of rules, evaluated 
one-by-one against each call. If the firewall finds a match 
between the call and a rule, the firewall executes the 
actions defined by the rule. A default rule would address 
calls not matched by previous rules. An example policy 
would contain the four rules described below and illustrated 
as Rules 1 through 4 in Figure 6: 

• Rule 1:  Allow inbound modem calls to a group of phone 
numbers for the RAS. Log all calls.  

• Rule 2:  Allow inbound modem calls from known 
numbers, at perhaps a known time, for a fixed duration, 
to a list of authorized modems used for remote access 
(such as into a PBX). Log all calls. The firewall could also 
require than the user authenticate themselves before the 
modem connection is allowed. 

• Rule 3:  Allow outbound modem calls, from known 
numbers, at a known time, for a known duration, to a 
list of numbers. Log all calls. This rule may not be 
necessary for many enterprises, but would be valuable 
for Supervisory Control and Data Access (SCADA) or 
remote offices where periodic data upload/control is 
needed. Again, authentication could be required. 

• Rule 4:  Terminate  any modem call not explicitly 
authorized by a previous rule. Log all calls. As a user 
with legitimate needs (but no authorization) adds a 
modem, the firewall blocks the modem—from the 
modem’s first use. The user can then work through the 
standard process of requesting a modem and getting it 
added to the list of authorized modems in the policy. 

Although Rules 1-4 focus on modems, the ability to 
determine the type of the call allows additional policies to 
be developed, including rules that manage standard voice 
calls, fax usage, and Secure Telephone Unit (STU) and 
Secure Telephone Equipment (STE) usage. 

The telecom firewall can provide additional factors of 
authentication, such as allowing only calls from a known 
source number or at a designated time. In some cases, this 
is not practical, because a user may be calling to address 
an emergency situation from an unpredicted location. In 
this case, the firewall can require additional authentication  

Figure 2 – Voice Firewall for Traditional Voice  
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before allowing access to the modem. For example, the 
firewall requires the user to enter a username and Personal 
Identification Number (PIN)before allowing a modem 
connection. The username and PIN improves security if 
administrators don’t have a source number to enter into a 
policy, or when it is not practical to limit modem access to 
a specific source number or to a specific time. 

The U.S. Department of Energy conducted a demonstration 
at several SCADA sites in April 2004. Detailed data is 
sensitive, but the security analysis summary states that the 
combination of telecom firewall technology and 
authentication for remote access to modems adds a needed 
level of protection to remote modems that access 
infrastructure resources. The analysis also stated that with 
the inclusion of security best practices, the combination 
was highly capable of preventing unauthorized access to 
unprotected remote modems/controls systems, reducing 
vulnerability from an integrity compromise of 100% to 
15%; and more significantly, reducing exposure time from 
24 hours per day to just the minutes an access token is 
valid. 

Telecom VPNs 

It is possible to eavesdrop on calls in the Public Switched 
Telephone Network (PSTN). The recommended solution is 
to embed encryption capabilities in the telecom security 
device. This is analogous to the operation of most 
enterprise VPNs. Although some IP-based encryption  

extends between each call device, in most cases, a 
perimeter device handles the encryption, so the call is 
encrypted only while it travels over the untrusted part of 
the network. 

Figure 3 illustrates this solution. The telecom VPN 
transparently encrypts a call made to a destination with 
encryption capability . However, the telecom VPN allows a 
call to proceed as normal if the call is to a destination that 
does not have encryption capability.  

The proposed solution is not a bulk encryptor, which 
indiscriminately encrypts all traffic on a circuit and only 
operates for point-to-point links (the network can’t route 
the calls, since the signaling is encrypted). This solution 
encrypts calls on a per-call basis, based upon the call type 
and the enterprise policy. Policy-based encryption is an 
essential criterion because the telecom VPN should not 
encrypt calls going to a destination that does not possess 
the voice VPN capability. 

Another advantage of this VPN is its transparency to the 
user. The VPN has no noticeable impact on voice quality , 
and does not require user interaction in order to encrypt a 
call. 

Note that this solution compliments, rather than replaces 
government STU/STEs. The VPN automatically protects the 
many unclassified, yet sensitive calls that take place over 
the PSTN. 

Figure 3 – Virtual Private Networks for Traditional Voice  
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Telecom Intrusion Detection/Prevention 

A telecom Intrusion Detection System (IDS) monitors traffic 
for abusive call patterns, including war dialing, toll fraud, 
and password guessing. War dialing patterns are seen 
when an attacker places short calls to many numbers 
within the enterprise in a search for modems. Toll fraud 
patterns are seen when there is an unusual or unauthorized 
use of long-distance service, often from or to a new source 
and/or destination. Password guessing patterns are seen 
when an attacker attempts to access an authorized modem, 
but the system terminates the attacker’s connection after a 
short period of time due to several unsuccessful password 
attempts. 

The telecom IDS can also monitor voice calls for second dial 
tone-type loop back calls (i.e., an inbound call that is 
routed outbound to a toll number), or abusive Dual Tone 
Multi-Frequency (DTMF) tone sequences, such as strings of 
tones similar to known passwords. 

The telecom IDS can terminate calls when an abusive 
pattern is detected and send associated notifications 
(alerts) to designated systems and personnel, in 
accordance with security policy. Calls that exceed a 
specified threshold can be terminated, as well as all active  

and/or future matching calls that may occur prior to 
expiration of a user-defined time period. 

Figure 4 illustrates a telecom IDS monitoring voice calls 
for abusive patterns and DTMF tones. An alert is sent to 
designated recipients when abusive patterns or damaging 
content is detected. 

Content Monitoring 

Enterprise security or operational processes may define a 
need to record and analyze the content of specific voice, 
fax, and modem calls. The recommended solution records 
audio content in accordance with the policy, then transmits 
the copy to an analysis site for review, analysis, and 
storage. This capability  is useful for conducting 
investigations such as recording the audio content of calls 
from specified locations in order to perform 
Communications Security (COMSEC) monitoring. 

This solution also facilitates compliance with new 
regulations, such as those impacting the medical 
community that may require patient privacy be ensured by 
either encrypting or monitoring faxes. Allowed modem 
sessions and fax transmissions are recorded based on 
policy, then transmitted to the analysis site for 
reconstruction, review, analysis, and storage. 

Figure 4 – Intrusion Detection/Prevention  
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4. Traditional Security Solutions for 
VoIP 

The implementation of voice services on the IP network 
brought several traditional IP network vulnerabilities and 
threats to voice communications. Considering that VoIP is 
another IP application, it is logical that early attempts to 
secure the data and VoIP networks from the emerging 
attacks would include traditional IP technologies and 
processes. Although these solutions provide some benefit, 
they address only portions of the overall problem. This 
section describes some of these traditional solutions, their 
benefits, and their shortfalls. 

Policies and Procedures 

Good security starts with implementation of best practices 
for securing IP components, networks and applications:  

IP PBX Security  

As the critical component of the VoIP network, IP PBXs 
must be hardened and protected:  

• Secure IP PBX’s underlying operating system. Avoid 
operating systems with a history of vulnerabilities. Insist 
on an implementation with all unnecessary network 
services and accounts removed (or at least disabled). 

• Secure other network services used to support the voice 
applications (such as a web server used for 
administration). Avoid implementations with a history of 
vulnerabilities. Limit connections to authorized hosts. 

• Maintain patches for identified vulnerabilities. 
Viruses/worms can invade the Local Area Network (LAN), 
and it is essential to prevent infection of IP PBXs. 

• Use strong authentication for communications between 
all IP PBXs, including media gateways. 

• Maintain strong physical security for all IP PBXs. 

• Use strong passwords, enable full logging, make 
frequent reviews of access. 

• Consider using host-based security as an additional layer 
of protection. Consider a system, which operates at the 
operating system/kernel level. Be sure the system can 
detect attacks against a web server, database, and the 
voice application(s). 

• Consider use of strong authentication for requests from 
IP Phones and softphones. 

Network Security  
The network is key for a secure VoIP deployment and must 
be designed to support QoS and security: 

• Build a switched network. This is essential for QoS and 
has significant security benefits. Removal of shared 
media virtually eliminates use of packet sniffing for 
eavesdropping and reduces the impact of media DoS. 

• Maintain strong security on all networking components 
(switches, routers, etc.). 

• For campus deployments, configure perimeter data 
firewalls to block VoIP packets. 

• Limit the number of voice calls over media gateways to 
prevent loss of QoS on shared WAN links. 

• Use encryption over untrusted parts of the network. 

• Consider the use of VLANs to further segment traffic and 
prevent attacks originating from PCs from affecting the 
VoIP application. 

• Consider the use of encrypting phones if eavesdropping 
on the LAN is an issue. Be aware that IP security (IPsec) 
can’t be used fully if a Network Address Translation 
(NAT) device is in the media path. IPsec or simple media 
encryption will also affect transcoding, which may occur 
for calls traveling over the WAN. Encrypted calls 
converted to TDM by a media gateway may fail because 
the PSTN can lose bits on non-clear channel circuits. 
Generally end-to-end encryption over long haul networks 
requires many devices to be encryption-aware. 

IP Phone Security  
IP Phones and softphones are the most common and least 
secure component of a VoIP network, so security must be 
balanced with ease of use for end-users: 

• Update default administrator passwords, using strong 
passwords for administrative access. 

• Disable unnecessary remote access features, including 
Telnet. 

• To the extent possible, prevent casual local configuration 
of the IP Phone. 

• Secure servers used to upgrade the software on IP 
Phones and prevent users from upgrading the software 
on IP Phones. 

• Insist on IP Phones that support security features, 
including authentication with IP PBXs and the ability to 
securely manage the phone. 

• Limit use of the web server to addresses that are 
authorized to administer the IP Phone. 

• Enable logging, if possible. 

• Use IP softphones with caution, only . They introduce the 
possibility of an attacker or user implementing a rogue 
application, which if it can authenticate itself, will gain 
access to the VoIP network. 

Although these processes are beneficial, VoIP can only be 
implemented securely with a combination of both good 
security practices and deployment of technologies designed 
to specifically address VoIP security. 

Conventional Data Firewalls 

Each VoIP request traveling over an untrusted network 
must pass through the enterprise data firewall. 
Unfortunately, traditional data security devices are not 
designed to adequately address the real-time requirements 
of voice communications. Traditional data firewalls typically 
lack effective QoS mechanisms and can introduce 
significant and unacceptable latency and jitter to VoIP 
packets. VoIP media packets are small compared to TCP/IP, 
so being in the same data queues designed to support 
traditional media can seriously impact VoIP. While latency 
becomes more acute on an overburdened data firewall, 
managing jitter is a larger issue, even with relatively light 
loads. 

VoIP’s real-time session management requires up to six 
additional ports to be opened for the duration of each call: 
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two well-known signaling ports (one for each direction), as 
well as two ports for the media, and, optionally, two more 
ports for Real Time Conferencing Protocol (RTCP), which 
monitors performance. A typical enterprise opens only a 
limited number of ports in the firewall, including those for 
HyperText Transfer Protocol (HTTP) and Simple Mail 
Transfer Protocol (SMTP)—and the majority of external 
attacks occur through these same open ports, exploiting a 
poorly -configured or -implemented web server (HTTP), or 
an issue with email (viruses). 

Conventional firewalls were not designed to handle this 
type of complex traffic, nor were they designed to monitor 
VoIP signaling or media for attacks against the voice 
network. Without the ability to inspect the call at the 
application layer, firewalls have to either block the call or 
open these several ports per call without determining 
whether the packets were legitimate. Seemingly legitimate 
calls will be allowed to come in, connections will be 
established with enterprise IP phones, and vulnerabilities 
present in the IP phone will be exploited. 

Based on interviews with companies that have installed IPT 
[IP Telephony], Forrester found that most companies fail to 
consider the unique vulnerabilities caused by integrating 
voice into a converged network prior to deployment. 
Although most companies take major steps to regularly 
upgrade their data networks to prevent attacks, many fail 
to recognize the need to add additional security measures 
when adding voice traffic to the data networks. Only 25% 
of the companies interviewed upgraded or replaced 
firewalls and just 22% changed to secure gateways. 
Companies that do not address security requirements…risk 
exposing their data networks to malicious attacks from 
external or internal sources.[2] 

Figure 5 illustrates that traditional data firewalls control 
which services pass through the corporate perimeter, but 
leave a security gap—and IP PBXs, IP phones, and 
softphones unprotected—by failing to monitor VoIP traffic 
at the application level. 

It is likely that existing and/or evolving data security 
products will provide basic VoIP security at the network and 
transport layers. However, voice managers still need to 
provide application-level security for the critical voice 
service.  

Dynamic Porting 

Some firewalls now dynamically open VoIP ports when 
traffic needs to get through and close them once the call is 
torn down, requiring the firewall to understand enough of 
the VOIP call control to know which ports each call will use. 
The natural concern in dynamic port opening is 
performance. The negotiation process for dynamically 
opening ports may add delay and produce jitter—serious 
issues with VoIP.  

However, the issue with dynamic ports may not be simply 
one of packet throughput. Opening a port means updating 
the firewall's policy, and there isn't much of a time window 
in which to do it. Voice packets follow very quickly on the 
heels of the control packets, the firewall must be able to 
receive, install and react to a policy change request in a 
matter of a few milliseconds so that the port will be open 
when the voice packets start arriving—and that's just to 
make sure one call goes through. The firewall's processing 
must also be able to support enough simultaneous policy 
updates to handle the load of calls at the peak busy hour. 

Figure 5 – Security Gap Left by Traditional Data Firewalls  
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VPNs 

IPsec VPNs may be used to ensure against eavesdropping 
on call activity  between sites or for remote access. One 
advantage of a VPN is that it circumvents NAT and firewall 
transversal issues by tunneling VoIP packets through the 
firewall. However, VPNs can impact bandwidth and latency. 
Sufficient processing power in the VPN gateways is 
necessary to ensure that encryption and decryption do not 
contribute to call latency.  

Network administrators have few recourses for protecting 
VoIP on the LAN from eavesdropping. If employees are 
using soft phones (PCs enabled with voice capabilities), 
administrators can install VPN clients, creating end-to-end 
encrypted tunnels. But softphones introduce other 
vulnerabilities to the network. A Trojan program inserted 
into the PC can run software that attacks the VoIP network, 
data network, or TDM systems. 

IP phones typically don't have the processing power to 
handle IPsec, so a dedicated VPN device installed next to 
the IP Phone is an option, but this solution can be costly 
and an administrative burden if rolled out to numerous 
employees.  

VLANs 

In a best-practices scenario, all voice traffic should be 
isolated on a Layer 2 VLAN dedicated to voice and signaling 
traffic. As a service residing on the shared IP network, the 
VoIP network is accessible by users on the LAN—and 
directly or indirectly accessible by users on the Internet. 
VLANs are used to logically separate voice and data and 
prevent data network attacks from impacting voice traffic. 
With good network segmentation, an attack aimed at the 
data network won't impact critical voice traffic. Segmenting 
voice and data also prioritizes voice, resulting in lower 
latency and better voice quality, by keeping voice traffic 
unencumbered by large data file transmissions.  

Technologies like switched Ethernet and VLANs are 
recommended by many vendors to provide some 
separation between the voice and data segments of the 
network. But protection is not guaranteed. Voice 
segmentation is not a physical segmentation, but a 
software segmentation. As such, it does not fully isolate the 
voice and data segments. VLANs work by identifying or 
tagging packets to a particular LAN segment. However, 
they lack user authentication and can accept packets from 
other networks. This could result in information from one 
VLAN jumping over to another VLAN. Additionally, devices 
such as dsniff can create VLAN tags and turn the switched 
system into a shared medium. [2] 

5. New Security Solutions for VoIP 
As described above, several traditional IP practices and 
technologies address a portion of the security issues 
inherent with VoIP communications, but none address it 
entirely and in an easy-to-use, integrated, centrally 
managed, remotely upgradeable, scalable system. This 
may have contributed to the findings in the 2003 Global 
Security Survey conducted by Deloitte Touche Tohmatsu 
(with participants representing 35% of the top 500 global 
financial services organizations). The survey found that 
fragmented security products contribute to the lack of 
unified security programs. Additionally, the disparate levels 
of product maturity  offered by the current security vendors 
was observed by all respondents, who acknowledged that 
there are many new solutions for the varied security 
problems that face organizations, but most however, are 
solutions that do not integrate  well to form a robust 
solution set. Finally , it was noted that many of the security 
products  lack the inherent scalability, reliability , and audit-
trail that are expected of such products. [3] 

The attacks posed against and through the VoIP network 
are best addressed with a combination of best practices for 
securing IP networks and deployment of the centrally 
managed and remotely upgradeable telecom security 
devices previously described for securing and monitoring 
legacy voice—with the device’s inherent real-time security 
services logically extended to support VoIP. The in-line 
telecom security devices are in the optimum position for 
detection and analysis of network and voice application 
issues. Designed to obtain in-line access to real-time data 
from the network, application signaling, and the 
corresponding voice media, the telecom security devices 
complement traditional data firewalls (which are designed 
for non-real-time IP traffic). The following section describe 
the applications to be deployed on the telecom security 
devices for monitoring and securing VoIP communications. 

Real-time Application-level Telecom Firewall 
and Intrusion Detection/Prevention 

To obtain visibility and control over enterprise VoIP network 
access and usage (who is calling who), voice managers 
need to control call activity at both the IP layer and at the 
voice application layer. A robust solution is for voice 
managers to deploy real-time application-level telecom 
firewall and intrusion detection/prevention (IDP) 
applications on the telecom security devices, to compliment 
existing basic data security devices. These proposed 
telecom security devices can be deployed at various 
network locations to provide voice application security, 
including in front of IP PBXs (Figures 8 and 11), on the 
perimeter in an IP Centrex environment (Figure 9), on the 
WAN perimeter (Figure 10), and on the IP trunking 
perimeter (Figure 11). 
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A real-time application-level telecom firewall is an 
application driven by a security policy that defines whether 
to allow or deny certain communications. The telecom 
firewall transparently passes allowed signaling and media 
through to their destination, but cleanly terminates 
disallowed call activity.  

The real-time application-level firewall provides in-line 
signaling inspection to monitor for attacks, limiting packet 
rates to/from IP addresses to "reasonable" levels (signaling 
is low bandwidth) to help prevent DoS and identify hackers. 
Signaling authentication protocols can also be used to 
identify valid service requests, while discarding 
unauthorized or malicious requests.  

Since media sessions are point-to-point, in-line media 
inspection allows identification and rejection of packets that 
are too large, too frequent, contain in-band tones (for toll 
fraud or voice mail attacks), are being used for data 
tunneling, or which contain known DoS/attack signatures. 

VoIP intrusion detection/prevention can be provided by 
performing call pattern anomaly detection and packet-level 
anomaly detection, such as monitoring VoIP traffic for 
packets that are too large, too frequent, use signaling 
commands that are out-of-specification, or contain known 
Denial of Service (DoS) or other attack signatures.  

When anomalous activity is detected, the telecom firewall 
can terminate the call and send associated notifications 
(alerts) to designated systems and personnel, in 
accordance with security policy. Figure 6, Rule #7 shows an 
example packet anomaly rule for the telecom firewall. Calls 
that exceed a specified threshold can be terminated, as well 
as all active and/or future matching calls that may occur 
prior to expiration of a user-defined time period. 

The real-time application-level telecom firewall closes the 
security gap left by the traditional data firewall’s inability to 
monitor VoIP signaling or media for attacks against the 
voice network. Additionally, since traditional data firewalls 
are not designed to monitor VoIP signaling to determine 
which ports are valid, the telecom security device can act 
as an external call control agent, inspecting signaling and 
interacting with the data firewall to rapidly enable media 
paths and prevent loss of packets at the start of a media 
session. One solution is for the telecom firewall to provide a 
Back-to-Back User Agent (B2BUA), which terminates and 
regenerates all signaling requests. The B2BUA monitors for 
valid call requests and dynamically opens and closes the 
appropriate media ports. The B2BUA can also interact with 
other components in the network to provide authentication 
and encryption of signaling requests. 

The telecom security device also addresses NAT/VoIP 
issues. NAT is commonly performed by data firewalls to 
conserve IP addresses and hide internal IP addresses/ports 
from direct, external access. NAT creates issues for VoIP,  

which negotiates media sessions on a different port from 
that used for signaling. With VoIP, ports used for media 
session are negotiated, but since their designation is 
embedded in the signaling packet payload, they are not 
translated properly with the NAT, causing the media 
sessions to be blocked by the data firewall. The telecom 
firewall uses the B2BUA to work with the NAT to rewrite the 
addresses in the signaling stream and provide NAT 
pathways for the media streams, performing NAT at media 
speeds, to prevent latency/jitter or loss of packets. 

Traditional data firewalls also typically lack effective QoS 
mechanisms and can introduce significant and unacceptable 
latency and jitter to VoIP packets. Effectively addressing 
both real-time media security and QoS requires dedicated 
hardware designed to support real-time media, such as the 
suggested telecom security device hardware platform. 

The real-time application-level telecom firewall evaluates 
VoIP call activity based on a set of administrator-defined 
rules. If the firewall finds a match between the call and a 
rule, the firewall executes the actions defined by the rule. 
In a hybrid voice environment, the firewall policy could 
contain both legacy voice-specific rules and VoIP-specific 
rules, as well as some rules that apply to both networks, as 
illustrated in Figure 6. An example VoIP or hybrid policy 
might contain the three rules described below and 
illustrated as Rules 4 through 7 in Figure 6: 

• Rule 4:  Terminate any modem call activity not explicitly 
authorized by a previous rule. Log all calls. This rule was 
discussed previously relative to a telecom firewall on a 
traditional voice network. In a VoIP or hybrid 
deployment, this rule is also applicable to a modem call 
on the VoIP network, where the rule helps to preserve 
QoS and expensive bandwidth. 

• Rule 5:  Allow any outbound video communication from 
three specified users. Log all calls.  

• Rule 6:  Terminate any inbound or outbound video 
communication. Log all calls and send an email to 
designated personnel. This rule restricts video traffic to 
only the three users specified in Rule 5. 

• Rule 7:  Terminate any call activity where an unknown 
codec, excessive media rate, or a signaling anomaly is 
detected. Log all calls and send an SNMP trap 
notification. An unknown codec could indicate the 
installation of an unexpected and unauthorized IP phone 
or other equipment on the VoIP network. For instance, 
the occurrence of a Pingtel-type codec in a voice network 
that uses only Cisco-type codecs would be of interest. A 
signaling anomaly could indicate any number of issues, 
including a malformed packet that could disrupt or cause 
DoS on an IP phone or softphone. It could also indicate 
tampering with signaling with intent to redirect 
communications. 
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User Interface 

The user interfaces for the proposed applications could 
seamlessly unify security and visibility for any mixture of 
traditional voice and VoIP traffic, as shown below.  

Figure 6 illustrates the user interface at a unified 
infrastructure manager, which provides access to the 
policies for the legacy voice and real-time application-level 
telecom firewall, IDP, telecom VPN, and recording 

technologies. Figure 6 further illustrates a simple unified 
voice firewall policy, which may include legacy and/or VoIP 
rules. In this illustration, rules 1 through 4 and 6 apply to 
traditional voice communications; rules 4 through 7 apply 
to VoIP activity; and rules 4 and 6 can apply to traditional 
voice and/or VoIP communications. 

Figure 7 illustrates the call monitor, which provides a real-
time display of traditional voice and/or VoIP activity .

Figure 6 –Unified Infrastructure Manager and Unified Voice Firewall Policy 

Figure 7 – Real-Time Unified Call Monitor  
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VoIP Deployment Scenarios 

The degree of threat posed to a VoIP network varies based 
on the type of deployment. Accordingly, the telecom 
security devices may be deployed at various IP network 
locations to provide voice application security . Even in an 
“all-VoIP” deployment, it is very likely that there will be 
some residual TDM-based services, such as data modems, 
fax machines, dial-in maintenance ports, alarm systems, 
and backup emergency connection to the PSTN. In these 
instances, as shown and discussed below, the telecom 
security devices may be deployed to provide unified 
security and visibility on any mixture of legacy and VoIP 
networks: 

Campus/internal VoIP 

The vast majority of VoIP deployments are campus level, 
where IP voice is converted to TDM by a media gateway for  

access to the PSTN. VoIP services do not connect to the 
Internet or any other untrusted network. Most of these 
environments use switched networks and VLANs, which 
further segment the VoIP. In these installations, VoIP is 
basically an island with a TDM perimeter. Of course, the 
VoIP does interact with the LAN, which is connected to the 
Internet, so it is possible for an attacker to gain access to 
the LAN. Since an attack on the VoIP network must 
originate within the internal network, the threat is 
considered moderate. 

Figure 8 illustrates deployment of the telecom security 
device in front of the IP PBXs in a Campus VoIP 
deployment, blocking internal attacks against the IP PBXs, 
outbound toll fraud and DoS attacks against external 
resources, as well as inbound attacks against the LAN 
through the legacy phone network. 

Figure 8 – Campus/Internal VoIP Security Solution 



Enterprise Telecom Security Solutions Page 14 

IP Centrex/Hosted IP 

In this scenario, the IP PBXs are located at and managed 
by a service provider, moving the responsibility for security 
to the service provider—which “should” increase security. 
However, VoIP must now traverse between the trusted and 
untrusted perimeter of the enterprise and pass through the 
enterprise firewall. The internal threat found in a campus 
deployment still exists with IP Centrex, in addition to a  

threat from the service provider’s shared/untrusted 
network; therefore, the threat level is considered high.  

Figure 9 illustrates deployment of the telecom security 
device on the perimeter of an IP Centrex environment, 
blocking outbound toll fraud and DoS attacks against 
external resources, as well as inbound attacks against the 
LAN through the service provider’s shared network and/or 
the legacy phone network. 

Figure 9 – IP Centrex VoIP Security Solution 
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WAN Perimeter 

Figure 10 illustrates deployment of the telecom security 
device on the corporate WAN perimeter. 

Figure 10 – WAN Perimeter Security Solution 
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End-to-End VoIP 

Long term, VoIP calls will be transported as IP end-to-end. 
Service providers will manage the media gateways that 
translate between VoIP and legacy TDM—and TDM will be 
the island, rather than VoIP. This deployment can offer 
enhanced applications and less expensive calling. Most 
enterprises, especially large ones, will manage their own IP 
PBXs and will accept VoIP from an untrusted network. As 
with the IP Centrex deployment, traditional data firewalls 
are not adequate to meet VoIP’s unique requirements. In 
an end-to-end VoIP deployment, the voice network can be  

attacked directly from that untrusted external voice 
network; therefore, the threat level is high. 

Figure 11 illustrates deployment of the telecom security 
device on the IP trunking perimeter, where VoIP services 
are accepted from an untrusted IP network. Internal 
attacks against the IP PBXs, as well as outbound toll fraud 
and DoS attacks against external resources are blocked. 
Inbound attacks against the LAN through the service 
provider’s shared network and/or the legacy phone network 
are also blocked. 

Figure 11 – End-to-End VoIP Security Solution 
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6. Hybrid Circuit-Switched/VoIP 
Security Solutions 

The current circuit-switched voice network is slowly 
transitioning to a VoIP network. Although VoIP represents 
about 1% to 2% of current enterprise voice, it is gradually 
replacing traditional voice system implementations. Most 
new purchases support or include VoIP, and a many 
enterprises are engaged in VoIP evaluations, pilots, or in 
rare cases, large-scale implementations. Typically, 
migration to VoIP will be a long-term process, and it is 
understood that even after migration has ended, the 
enterprise will continue to be a hybrid mix of legacy 
services and IP services. Although legacy voice will then be 
the island instead of VoIP, some residual TDM-based legacy 
services will remain to offer a “back door” to the data 
network. 

In this hybrid environment, voice managers will need 
unified visibility and security control across both the circuit-
switched and VoIP networks. The telecom security device 
illustrated in Figures 8, 9, and 11 combines the circuit-
switched security described in the first part of this 
document with the VoIP security just described. A single 
telecom security  hardware platform can be as hybrid as the 
enterprise network it secures, supporting security 
applications for either or both legacy and VoIP services, 
addressing the unique, real-time performance requirements 
of VoIP, while continuing to secure the threats introduced 
by unsecured legacy phone lines and PBX systems.  

In a hybrid voice environment, the suggested solution 
provides seamless unified security and visibility for any 
mixture of voice traffic. Specifically, joint or separate 
security and usage policies can be developed. The telecom 
firewall policy can contain legacy voice-specific rules and 
VoIP-specific rules, as well as some rules that apply to both 
networks, as illustrated in Figures 6 and 7. Real-time call 
activity visibility can be provided for either or both 
networks, as illustrated in the real-time unified call monitor 
display in Figure 7. Additionally, reports can be generated 
that used data collected from both networks, as illustrated 
in Figure 12. In short, the proposed solution provides a 
unified approach independent of the underlying transport 
type, with a user interface that insulates the voice manager 
from the details of the underlying hardware, transport, and 
protocols. 

7. Return on Investment 
The 2004 CSI/FBI Survey states that most organizations 
conduct some form of economic evaluation of their security 
expenditures, with 55% using ROI and 28% using Internal 
Rate of Return (IRR). [4] 

Additionally, large corporate customers that attended the 
2003 VoiceCon conference, where discussions focused on 
the business of planning, securing, and cost-justifying IP 
telephony, said that ROI is a real issue with the expansion 
of their IP telephony plans. Some who have IP telephony 
pilots out, have not “gone all the way” due in part to a 
difficulty in showing ROI. [5] 

A major advantage of this new telecom security solution is 
that its monitoring of traditional and/or VoIP traffic into and 
out of an enterprise can produce enterprise-wide data 

useful for managing trunk utilization, departmental bill-
back, fax utilization, toll fraud, etc.  

Figures 12, 13, and 14 illustrate sample reports which 
help the proposed security solution to provide a significant 
and tangible ROI, regardless of whether the proposed 
solution is deployed on legacy voice, VoIP, or hybrid 
networks. 

 

Figure 12 –Legacy vs. IP Trunk Utilization 

 

Figure 13 – Top 10 Unauthorized ISP Callers  

 

Figure 14 – Non-Business Hours Long Distance  
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8. Summary 
Both the traditional voice network and the data network 
currently face significant threats through the unsecured 
telecom environment. Unauthorized and non-secure 
modems create the majority of these problems. Although 
these issues have existed for years, they have become 
more acute due to the rapid growth of the Internet and the 
maturity of the tools used to protect the enterprise’s 
connection to the Internet. 

With migration to VoIP, the voice network and the data 
network face significant threats within and through each 
network. In addition to traditional IP attacks, the 
vulnerabilities inherent in VoIP services expose the 
enterprise to some old threats present on the traditional 
voice network, such as toll fraud and eavesdropping, but 
they also introduce new threats, including attacks on IP 
PBXs, DoS on signaling and media, DoS on gateways and 
TDM systems, protocol attacks, call blocking, data tunneling 
and QoS theft, and attacks against IP phones. 

Concepts from the data network, when applied to the 
traditional voice network and the VoIP network, will 
address these threats. Specifically, deployment of 
expandable in-line telecom security devices allow the use of 
various security applications to prevent attacks against or 
through the voice networks. These applications include a 
telecom firewall, telecom VPN, intrusion 
detection/prevention, and content monitoring for the 
traditional voice network, and a real-time application-level 
multi-media firewall and intrusion detection/prevention for 
the VoIP network, deployed as needed to meet an 
enterprise’s security needs. 

Some of these applications are currently available from 
multiple sources, most however, are solutions that are not 
integrated to form a single, robust solutions set, and many 
lack the scalability, reliability, and management capabilities 
that are expected of such products .  

The proposed telecom security device is a scalable solution 
capable of controlling security across a mixture of both 
circuit-switched and VoIP networks that is agnostic to the 
underlying transport type, has a robust management 
infrastructure, and a user interface that insulates voice 
managers from the myriad details of the underlying 
hardware, transport, and protocols. Investment in the 
robust solution presented in this document to meet the 
long-standing and emerging threats to the traditional voice, 
VoIP, and data networks provides significant security 
benefits coupled with a strong ROI. 

Acronyms  

B2BUA – Back-to-Back User Agent 
COMSEC – Communications Security  
DoS – Denial of Service 
DTMF – Dual Tone Multi-Frequency  
IDP – Intrusion Detection/Prevention 
IDS – Intrusion Detection System  
IP – Internet Protocol 
IP PBX – Internet Protocol Public Branch eXchange 
IPsec – IP security 
IPT – IP Telephony 

IRR – Internal Rate of Return 
ISP – Internet Service Provider 
HTTP – HyperText Transfer Protocol 
LAN – Local Area Network 
NAT – Network Address Translation 
PBX – Public Branch eXchange 
PC – Personal Computer 
PIN – Personal Identification Number 
PSTN – Public Switched Telephone Network 
QoS – Quality of Service 
RAS – Remote Access Servers 
ROI – Return on Investment 
RTCP – Real Time Conferencing Protocol 
RTP – Real-time Transport Protocol 
SCADA – Supervisory Control and Data Access 
SIP – Session Initiation Protocol 
SMTP – Simple Mail Transfer Protocol 
SNMP – Signaling Network Management Protocol 
SSH – Secure Shell 
STE – Secure Telephone Equipment 
STU – Secure Telephone Unit  
TCP – Transmission Control Protocol 
TDM – Time Division Multiplex 
UA – User Agent 
UDP – User Datagram Protocol 
VLAN – Virtual LANs 
VPN – Virtual Private Network 
VoIP – Voice over Internet Protocol 
WAN – Wide Area Network 
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