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ETM® Platform v3.0.2–3.0.3: 
Operation Through a Firewall or Other NAT Device 

Synopsis 
This technical bulletin explains how to configure the TeleView™ Infrastructure Manager, 
ETM® Management Server, and TeleAudit® Usage Manager to communicate through a 
firewall or other device performing Network Address Translation (NAT).  

IMPORTANT This technical bulletin reflects changes to the ETM applications after the 
v3.0 product documentation was finalized. This information replaces the section titled 
"Connecting Through a Firewall" on pages 19–26 of the ETM® Platform Installation and 
Configuration Guide, and the topic by the same name in the online Help.   

Before You Begin 
Before you begin configuration, determine the following: 

• Select a TCP/IP port above 1024 to use for TeleView Console connections to the 
ETM Management Server (TWMSObjectStartPort). 

• Select a TCP/IP port above 1024 to use for TeleAudit Report Tool connections to the 
TeleAudit Report Server (ReportServerStartPort). If the Report Server and 
Management Server reside on the same computer, select a different port than that 
used for the Management Server. 

• Select a TCP/IP port above 1024 to use for the TeleAudit Report Server activation 
port (ReportServerActivatorPort). This can be set to the same value as the 
ReportServerStartPort, if desired. 

• By default, ports 4314, 4315, 1098, and 1099 are assigned to various functions. If 
any of these ports is in use by another device or application, choose an alternate 
port.  

• Determine the fully qualified host name of the ETM Server and the TeleAudit Report 
Server (these can be the same or different).  

• Determine the internal IP address of the ETM Server and the TeleAudit Report 
Server (these can be the same or different). This is the IP address on the internal 
network of the computer running the ETM Server and/or TeleAudit Report Server.  

• Determine the externally visible IP address of the ETM Server and TeleAudit Report 
Server (these can be the same or different). Consult with your network or firewall 
administrator for assistance. 

– In some cases, this will be your firewall's external (Internet facing) IP address. 

– In other cases, your firewall administrator may dedicate a specific, external 
(Internet-facing) IP address for the ETM Server and/or TeleAudit Report Server. 
If this is the case, use the dedicated external IP address your firewall 
administrator provides you. 



 

On the ETM® Server Host Computer 
The following files must be modified on the ETM® Server host computer: 

• The hosts file 

• The twms.properties file 

• In some cases, the Management Server configuration file:  

ETMManagementServer.cfg (Solaris) or ETMManagementService.cfg (Windows) 

Editing the hosts File for the ETM® Server 
1. On the ETM Server computer, open the hosts file in a text editor. The default 

location for the hosts file is the following: 

Windows—C:\winnt\system32\drivers\etc 
Solaris—/etc 

2. At the end of the file, add a line mapping the ETM Server's internal IP address to the 
fully qualified  the host name in the following format: 
<ETMServerIPaddress> <ETMServerhostname> 

For example, if the ETM Server computer is named "Zephyr" in the domain 
"topaz.com," you might type 
192.168.12.9 Zephyr.topaz.com 

Editing the twms.properties File for the ETM® Server 
1. On the ETM Server computer, open twms.properties in a text editor. The default 

location for this file is the following: 
Windows—C:\Program Files\SecureLogix\ETM 
Solaris—/opt/SecureLogix/ETM 

2. Locate the line that reads TWMSObjectStartPort=0 and replace 0 with the TCP port 
number you selected for the ETM Server in "Before you Begin."  

3. Locate the line that reads TWMSObjectNumPorts=0 and replace 0 with 1. When 0 
is specified, anonymous ports are used; when 1 is specified, the port number you 
specified for TWMSObjectStartPort is used.  

4. Locate the line that reads DispatcherPort=4314. This is the default port that 
TeleView Consoles connect to when initiating a data communication socket with the 
ETM Management Server. If this port is in use by another application or device, 
replace 4314 with the applicable port number. 

5. Locate the line that reads RMIPort=1099. This is the port number on which the 
Server accepts connection requests from TeleView Consoles. If this port is in use by 
another application or device, replace 1099 with the applicable port number. 

6. Save the modified file. 

 2



 

Editing the ETM® Server Configuration File (if applicable) 
The RMI server host name for the ETM Server must resolve to a fully qualified domain 
name. The RMI server host name is determined by an entry in the following configuration 
file, located in the ETM Software installation directory: 

Windows—ETMManagementService.cfg  

Solaris—ETMManagementServer.cfg  

By default, the following parameter is included in this file to resolve the RMI server host 
name: 
-Djava.rmi.server.useLocalHostName=True 

For most computers, this parameter will resolve the fully qualified domain name. 
However, in some cases, it will resolve to the IP address of the computer instead 
(typically when the computer is not part of or not logged in to a domain). In this case, 
replace  
-Djava.rmi.server.useLocalHostName=True 

with 
-Djava.rmi.server.hostname=<the.hostname.com> 

where <the.hostname.com> is replaced with the correct, fully qualified domain name for 
the host. 

To determine whether the host name will resolve correctly on 
Windows NT/2000  

• At a command prompt, type:  
ipconfig /all 

If the Host Name field contains a fully qualified domain name, the host name will resolve 
correctly. If the Host Name field contains only the host name, then you must use the -
Djava.rmi.server.host name parameter instead. 

On the TeleAudit® Report Server Host Computer 
The following files must be modified on the TeleAudit® Report Server host computer: 

• The hosts file 

• The twms.properties file 

• In some cases, the Report Server configuration file: 

TeleAuditReportServer.cfg (Solaris) or TeleAuditReportService.cfg (Windows) 
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Editing the hosts File for the Report Server 
This step is only required if the TeleAudit® Report Server resides on a different computer 
than the ETM Server.  

To edit the hosts file 
1. On the Report Server computer, open the hosts file in a text editor. The default 

location for the hosts file is the following: 

Windows—C:\winnt\system32\drivers\etc 
Solaris—/etc 

2. At the bottom of the file, add a line mapping the TeleAudit Report Server's internal IP 
address to its fully qualified system name or the hostname, in the following format: 

<TeleAuditServerIPaddress> <TeleAuditServerhostname> 
For example, if the TeleAudit Server computer is named "Zephyr" in the domain 
"topaz.com," you might type 
192.168.12.9 Zephyr.topaz.com 

Editing the twms.properties File for the Report Server 
To enable remote TeleAudit Report Tools to connect to the TeleAudit Report Server, you 
must edit the twms.properties file on the TeleAudit Report Server computer, whether on 
the same computer as the ETM Server or a different one. 

To edit the twms.properties file for the Report Server 
1. On the Report Server computer, open twms.properties in a text editor. The default 

location for this file is the following: 
Windows—C:\Program Files\SecureLogix\ETM 
Solaris—/opt/SecureLogix/ETM 

2. Locate the line that reads ReportServerStartPort=0 and replace 0 with the TCP/IP 
port number you selected in "Before You Begin." 

3. Locate the line that reads ReportServerNumPorts=0 and replace 0 with 1. When 0 
is specified, anonymous ports are used; when 1 is specified, the port number you 
specified for ReportServerStartPort is used.  

4. Locate the line that reads ReportDispatcherPort=4315. This is the default TCP port 
that the TeleAudit Tool within the TeleView Console(s) connect(s) to when initiating a 
data communication socket with the TeleAudit Report Server. If this port is in use by 
another application or device, replace 4315 with the applicable port number. 

5. Locate the line that reads ReportServerActivatorPort=0 . (If this line is not present, 
type it in. Placement is not important). Replace 0 with the port number you selected 
for this value in "Before You Begin." This is the TCP port that the TeleAudit Report 
Tool uses to activate an instance of the TeleAudit Report Server to generate a report, 
if it is not currently active. Note that this value can be the same as that used for the 
ReportServerStartPort. 
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Editing the Report Server Configuration File 
The RMI server host name for the TeleAudit Report Server must resolve to a fully 
qualified domain name. The RMI server host name is determined by entries in the 
following configuration file, located in the ETM Software installation directory: 

Windows—TeleAuditReportService.cfg  

Solaris—TeleAuditReportServer.cfg  

By default, the following parameters are included to resolve the RMI server host 
name: 
-C-Djava.rmi.server.useLocalHostName=True  

-J-Djava.rmi.server.useLocalHostName=True 

For most computers, these parameters will resolve the fully qualified domain name. 
However, in some cases, they will resolve to the IP address of the computer instead 
(typically when the computer is not part of or not logged in to a domain). In this case, 
replace the parameters 
-C-Djava.rmi.server.useLocalHostName=True  

-J-Djava.rmi.server.useLocalHostName=True 

with 
-C-Djava.rmi.server.hostname=<the.hostname.com> 

-J-Djava.rmi.server.hostname=<the.hostname.com> 

where <the.hostname.com> is replaced with the correct, fully qualified domain name 
for the host. 

To determine whether the host name will resolve correctly on 
Windows NT/2000  

• At a command prompt, type:  
ipconfig /all 

If the Host Name field returned contains a fully qualified domain name, the host name 
will resolve correctly. If the Host Name field contains only the host name, then you must 
use the -Djava.rmi.server.host name parameter instead. 

On the TeleView™ Console Host Computer  
The following files must be modified on TeleView™ Console host computers:  

• The hosts file (all TeleView Consoles, regardless of location, including the one on 
the ETM server computer) 
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Editing the hosts File on the TeleView™ Console Computer(s) 
Edit the hosts file on each TeleView™ Console host computer, including the TeleView 
Console on the same computer as the ETM Server, those on the same local network, 
and those that are outside of the firewall. 

To edit the hosts file  
1. On the TeleView Console computer, open the hosts file in a text editor. The default 

location for the hosts file is the following: 

Windows—C:\winnt\system32\drivers\etc 
Solaris—/etc 

2. (Not applicable to local TeleView Consoles running on the ETM Server host) At the 
end of the file, add a line mapping the ETM Server's IP address to its fully qualified  
host name as follows:  

• If the TeleView Console you are modifying is outside of the Server's firewall, use 
the ETM Server's external IP address.  

• If the TeleView Console you are modifying is inside the Server's firewall, use the 
ETM Server's internal IP address. 

3. If the TeleAudit Report Server is on a different computer than the ETM Server, add a 
second line mapping the TeleAudit Report Server's IP address to the fully qualified  
hostname, in the same way as described for the ETM Server. 

4. Save the modified file. 

Configure the Firewall  
Required modifications vary depending on the firewall in use. Refer to your firewall 
documentation for information specific to your firewall. 

To enable a remote TeleView™ Console outside of the firewall to connect to the ETM® 
Server behind a firewall, do the following: 

• Provide an external IP address that the firewall statically translates to the internal 
ETM Server IP address.  

– To avoid port number conflicts, it is recommended that this external address not 
be shared or translated for any other device. 

– For added security, it is recommended that you limit the external IP addresses 
allowed to connect to the ETM Server. 

• Allow traffic from the remote TeleView Console(s) and TeleAudit Report Tools to 
pass through the firewall to the Management Server with a destination port equal to 
the RMI port (TCP port 1099 by default), the Dispatcher ports (4314 and 4315 by 
default), and the RMID port (1098, used by default by the TeleAudit Report Server). 

• Allow TCP/IP traffic with destination ports you selected to pass from the remote 
TeleView Console to the ETM Server. (The TeleView Console randomly selects the 
source port, so do not restrict the source port range.) 

• Allow ETM Server traffic and established sessions to pass out of the firewall to the 
remote TeleView Console. For many firewalls, outbound traffic is not restricted, so 
this step may be unnecessary. 
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